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® SSL QS AM €%
+ Apache Conflg 1} Y (httpd.conf)
- httpd.conf : YEtH O Z “apache Z/conf "SI0 %]
(1 LoadModuIe - mod_ssl.so =4 X7 &9l
(2) Include - httpd-ssl.conf =41 |7 ol
(3) <IfModule ssl module> ~ </IfModule> =M X7 =9l

[ ,-Ihttpd.cunf -[2=

LPEiE) WaEY M40y EHNM E=ZH)
#LoadModule speling_module modules/mod_speling.so
1) LoadModule ssl_module modules/mod_ssl.so

oadModule status_module moduTes/mod_status.so
FloadModule substitute_module modules/mod_substitute,sa

_.]htlpd_cnnf—[lE!”
upE(Ey  WEE)y M0 EIY EEEHH)
#lnclude cnnffextrafhttpd default.conf

# Secure (S5L/TLS) connections
2) %nclude conf/extrashttpd-ssl. cont

# Mote: The fol lowing must must be present to support

starting without 550 on platforms with no /dev/random eguivalent
# but a statically compiled-in mod_ssl.
P
3) <l tHodule ssl_module>
S5LRandomSeed startup builtin
S5LRandomSeed connect builtin
</ {Madule>
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® SSL 2ASAM EX|
+ Apache Config I} (httpd-ssl.conf) +7
- httpd-ssl.conf : YEtE O 2 “apache Z/conf/extra "t2{0 AKX (RO A include®t ssl.confIt )
(1) Listen ZE : SSL AH8 ZE H7H (default ZE = 443 L|CH
(I BEE HFSHME E|M, Ko TEJ} Wahe So| AT EE OIX| HOIFAIZ HRELITH
(2) @echo HIZH=Z : Windows2| A2 HIEA| SSL 21T M 7H017| H|ZHD AtE 2 E Z T (ssl_pass.bat), Linux2| A2 (ssl pass.sh)

B hitpd-ssl.conf - HZ2E =1al
ErETer e A0y I EEEH) —
- Linux : shi} 2 x| =t
# When we also provide S50 we have to listen to the —_—]
# standard HTTP port (see above] and to the HTTPS port B ssl_pass.sh-H2 &
# e— <
4 Hote: Configurations that use IPv6 but not |Pyd-mapped addresses need two BrEtEr A
# Listen directives: “Listen [::]:443" and “Listen 0.0.0.0:443" #1/bindsh
" echo "auidepyd”
1) Listen 443
Bihttpd-ssl.conf - HRE p i [m]| Wi httpd-ssl.conf - H2E =10
“TPETTTEEET A A (0) Bl EEZ(H) A, 2 () 2II(Y) TEE(H)
# Pass Phrase Dialog: : # Pass Phrase Dialog:
# Configure the pass phrase gathering process. % Configure the pass phrase gathering process.
# The filtering djalog program {"builtin’ is a internal #  The filtering dialog program (“builtin® is a internal
terminal dialog) has to provide the pass phrase on stdout. & terminal dialog) has to provide the pass phrase on stdout.
#SSLPaSSPhraSBDlaIDg builtin ) #S5LPassPhraseDialog builtin
2) SSLPassPhraseDialog “execic:/ssl/apache/ss|_pass.bat 2) S5 PassPhraseDialos “exec:/ss|/apache/ss|_pass.sh”
9 ol A — 2 ol A
Windows & Al Windows : H{2#3 2E o} L Linux & Al
2 "~ o - o & -
S Sie .shut¥2 chmod 700 22 LiYUA Dt HAS ofjof BHL|LC}.
Bl ssl_pass.bat - H2ZE <
By EEEN M0
Becho guidepwd CIS At MZ 510 H<& kD HPEFL|CE
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® SSL AEM A
« FOIAME - Apache Config It (httpd-ssl.conf) =&
- Apache Windows H{T2| Z2 % SSLPassPhraseDialogE 4’} Of&tL|CL.
2t Builtin2 2 E|0YS AL QE S B OEMAE EQ - 7| EA 28 2

- Apache= LinuxA €2t 7|5 Al H{EHS E e = UZ

Bihtipd-ssl.conf - HIE Wihttpd-ssl.conf - H2E o [=]
e T———
e o 124000 HIIMy ESEH) & A(0) EINY) EEEH
#  Pass Phrase Dialoa: Pass Phrase Dialog:
# Configure the pass phrase gathering process. Configure the pass phrase gathering process.
# The filtering dialog praogram ("builtin’ is a internal The filterina dialog program (“builtin® is a internal
terminal dialog) has to provide the pass phrase on stdoot. terminal dialog) has to provide the pass phrase on stdout.
#SSLPaSSPhraseD|aI09 builtin assPhraseDialog builtin
SSLPassPhraseDialog "exec:ic:/ss|fapachefss| _pass.bat” SSLPSSSphWSEDIEMB "gHac: /SSleHD&I:hE/SSl _Pass, sh”
. . . =] = A
Windows>% A| HtEA| SSLPassPhraseDialog= T X 2 Linux>% A| SSLPassPhraseDlang builtin : H|2HZ +=FH
SSLPassPhraseDialog “exec~~" : H{HHS X5 UH
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® SSL QS AM €%
+ Apache Config It% (httpd-ssl.conf) +7
- httpd-ssl.conf : dHE O Z "apache Z/conf/extra "St2|0f| K| (RO M include®t ssl.confmt )
(3) Virtual Host &%
- Virtual Host, SSLEngine on, SSLProtocol, SSLCertificateFile, SSLCertificateKeyFile, SSLCertificateChainFile

¥ httpd-ssl.conf Virtual Host 2% L{& (TIY =0|Ql AS M, HE|/AUEIIE ASM = 2= EMH QL2 VirtualHostE 71
NameVirtualHost *:443 # IP7|% A| XA

<VirtualHost *:[SSL M8 ZE (ex : 443)]>
DocumentRoot [http A8} sk ClAEE]
ServerName [8 & )\1H'|°| LE Q2 (ex : guide kicassl.com)]
ServerAdmin [AMH 22| X} HE (ex : webmaster @ kicassl.com)]
ErrorLlog [ 238 MY FE]/ssl_error_log
TransferLog [ 218 X&& AZ]/ssl_access_log

SSLEngine On
#2329 EaE2 °|"A1 B=of LAY S X[ FLCH

- Lo

SSLCertlﬁcateF|Ie 2/ Mutd” [ex : EHQIEH _cert.pem]

SSLCertificateKeyFile “ZA&2/7{ Q17| oYL [ex : EH[QIH key.pem]

SSLCertificateChainFile “Z&/Chain_RootCA_Bundle.crt”

</VirtualHost>
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® SSL IS M 2%
+ Apache Config It% (httpd-ssl.conf) +7

vV HE|/AYUEIFIE QFM / d2 ASM 02| /HE % ZEO 27 Tip

.  LHX| =HQ10f CHEt Virtual Host MM, 7|& @3t 8tLEQ| «VirtualHost> 222 2 A8t & DocumentRoot, ServerName,
ServerAdmin, ErrorLog, TransferLog S50t M ESIH =750 F=A|H g L|CH

- Y ZEZ MNYSIE AR, Virtualhost HFZZ 0| NameVirtualHost M-S 715104 OF $HL| Lt
(0l : NameVirtualHost *:443)

NameVirtualHost *:443

<VirtualHost *:443>
DocumentRoot "C:WProgram FilesWApache24ttest”
ServerName *.kicassl.com
ServerAlias test.kicassl.com
SSLEngine on

A 0]

</VirtualHost>

<VirtualHost *:443>
DocumentRoot "C:WProgram FilesWApache24¥ttestsite2"
ServerName *.kicassl.com

ServerAlias testsite2.kicassl.com
SSLEngine on

(273 L8]

</VirtualHost>

10 - Kica oi=xs015




I Apache BlAMH SSL HX[7I0|E [Windows, Linux &-&] Copyright 2015 By KICA. All Right Reserved
@ SSL S A 2%
sL&d 4%

- e, WIS
- "https://A =Tt

JIOI'

%)
-
riO

E 2 Apache #MH 17| S
Al QEJ} UMSIACIH SSLRE 2 F= 22 2]

2ol et £ SLch
SOHQLEE" 02 MAS0| A2 EAl U https S4I 29l
/= Guide S5L (KICASSL) - Windows Internet Explorer

3
®_“ v”g https://aquide kicassl com, vl % I‘f X |Ia| Bing

% BHED | o5 B 2 ADIE - ;_,% T2 UM -
@ Guide S5L (KICASSL) l

| Lo B - L # - HORE

- OFF

X| |Gl Al &

guide.kicassl.com CIE A &
(Apache, Windows)

e, F50| eHE AE 70| = opx[9y F=22| "ssL 2X| Fo|Arg 8 X5 Tots 24X T 7S
2ol =y

72\
e KICA 2=2%2015



Copyright 2015 By KICA. All Right Reserved

Apache #lA{H SSL 2X|70]E [Windows, Linux 58]

® SsL =2 S HE o
X SSLOISAME ¢ MHO| HX|st = sSSLAT S} EM(https ZT2EE)0| 7t5st=E ¢ HO|X|0 X E35l= =0 | =
HH Ho|X| £ L= otctH 23l HE0| HR Q= FEIX d=2st] &2 Y23t BHf MHO| 2515 & + ASL I:I'
- & Ho[x[(2aQl 3 237t S)8 Y==tolH HA Ho|X| HEo HIsH M 2517t SI5t=E AS =Y + ASLICH
> SSL Y3t %H% flet 7|25l ﬁ’é Arg
) AHO|X] A& RO *hitp//'=E Z2 X 3 +F
sSLolE Mo Hge OFEHS’-P Z0| ”http /"2 2ESt= F28 "https://'E HASIA|Z HHEL|CH
<a href="http://www.kicassl.com/" target="_blank"> <img src="http://www.kicassl.com/images/loga.gif"> ‘

<a href="https://www.kicassl.com/" target="_blank"> <img src="https://www.kicassl.com/images/logo.gif'>
<img src="/images/logo.gif (&L} HZ)"=

EE

=T

B5HX| 2 443 0[2]9|

ZEQA F2, 22t 20| “https://"Ct

E 7} default ZEQI 443 =
EA "EAs F=A0f ghL|ct

,SSL= M 8ot LE
gtk 342 ofzfjet o] ZE M E i
<a href="https://www.kicassl.com:444/" target="_blank"> <img src="https://www.kicassl.com:444"/images/logo.gif">
L= <img src="/images/logo.gif (&Cf H=Z)">

12- Kica oi=xs015

ne
rek njo

B 3%
Imro
ifn




= . .
=S S Q.ﬁ. Copyright 2015 By KICA. All Right Reserved.
« “AS MR A7t keypair(?] ¥)0| o HOH AST M7} Y RE E|X| ¥F.”
- a2 ME A 7Y CSRE YET 717 I“.'_* YEE ASAMe} AEE = AS
-7HRI71E o2 B WS, 2T MF Al 7| CSRE - dTh J4Q17| 2 AbR S = UL

“IHA7I7L A2 sSL AS MLt 08 27 Al EA HAX|/2O”
- 7|9t AS ML O £[X| SLICH %"F €2 08 27 HMIXIZF 2a/8AE. (
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> CSR Mg Al AFB% 7§Q17| Mt 2 CHA] HHSHA| AL, SX 218 74217 mtat Sh= ol

SME TS StAof BHL|Ct.

« "BHEHIHE AE5S L SIRSLICH St 22 MY 27 HAMX|IZF 23/EAE. (IR E : chain)
>3 ABM 2E A7 0| &elo] HastL|C)
1) Keystore & import7} 2%+ & M= S7/H2ASME import O F =2l
2) BMABM Z2E He2 4FsH= g M= S7HSAM 42 2 ot 9/X| =

=

UHS 27 HMZXIZ 2a/FAIE. (I E : private key, password, passphrase)
2% 9 H|YHS 27 AR)
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